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What’s the risk? 

If you don’t need it, don’t store it 

Don’t leave the door unlocked  

Be aware! 

Recap 
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You may have heard…. 
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Chip 

Expiration Date Magnetic Strip 
(data on tracks 1 & 2) 

CAV2/CID/CVC2/CW2 
(Discover, JCB, MasterCard, Visa) 

Cardholder Data 

Types of Data on a Payment Card 

But did you know… 
Your card data is a gold mine for criminals 

Pan 

CID 
(American Express) 
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Small businesses are  
the target 

 Lack of IT or  

security knowledge 

 Fewer resources 

 Hackers can steal as 

much card data from 

10 small businesses  

as they can one  

large business 
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Counting the cost 

43% of customers stop 

doing business with merchant 

after being victims of fraud 

POTENTIAL DAMAGE 
Four potential results of a security breach: 

1 Loss of Customer Trust 

Damaged Business 

Reputation 

Financial Liability Due to 

Fraud and Chargebacks 

Fine from Merchant Banks 

and Government  

Regulatory Agencies or 

Potential Litigation 

2 

3 

4 

60% of small businesses 

breached close within six 

months 
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#1 Rule: If you don’t need it, don’t store it 

CARD DATA THAT  

SHOULD NEVER BE  

STORED 
Three key pieces of payment card data 

should never be stored by any merchant: 

1 Full Track 
The encoded data provided by the  

magnetic stripe 

Card Validation Code (CVV2) 
The three-digit number printed unembossed 

on the front or back of a payment card 

PIN or Encrypted Pin Block 
The personal identification number used with 

debit and some credit cards 

2 

3 Do not store any sensitive 

cardholder data in 

computers or on paper. 

KEY TIP: 

Consult with your Point-of-Sale (POS) 

technology vendor, integrator/reseller 

Confirm with your payment processor  

that they are following PCI Data 

Security Standard (PCI  DSS) 

Use your merchant bank as a resource 
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Don’t leave the door unlocked –  

simple steps 

Malware is one of 

the most common 

attacks on small 

businesses – using a 

firewall is a key part 

of your defense 

Firewalls 

Not using latest 

security patches 

leaves you 

defenseless  

against attacks 

Patches 

Two out of three 

data breaches 

involve poor 

passwords 

Passwords 
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25 most common passwords of 2013 

1. 123456 Up 1  

2. password Down 1  

3. 12345678 Unchanged  

4. qwerty Up 1  

5. abc123 Down 1  

6. 123456789 New  

7. 111111 Up 2  

8. 1234567 Up 5 

9. iloveyou Up 2  

10. adobe123 New 

11. 123123 Up 5  

12. admin New 

13. 1234567890 New 

14. letmein Down 7 

15. photoshop New 

16. 1234 New 

17. monkey Down 11 

18. shadow Unchanged  

19. sunshine Down 5  

20. 12345 New 

21. password1 Up 4  

22. princess New 

23. azerty New 

24. trustno1 Down 12 

25. 000000 New  

50% of users 

still use  

easily-guessed 

passwords 
*CBS News, 21 January 2104 
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Weak passwords 

Use complex passwords and change 

them frequently 

Change the passwords that come with 

hardware and software products – if you 

need help, ask the vendor that sold it to 

you 

Change passwords after you have outside 

contractors do hardware, software or POS 

system installations /upgrades 

Change your 

passwords. 

KEY TIP: 
Check with your technology provider that 

your wireless router is password-protected 

and uses encryption 
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Complex passwords don’t have to be 

complicated 

Password  Time to Crack          # of Characters  

bigmac  0.077 seconds         (not a dictionary word) 

B1gMac  14 seconds       (upper, lowercase, number) 

B1gMac1  14 minutes                             (7 characters) 

leB1gMac  15 hours                                ( 8 characters) 

B1gMac399  39 days                                  (9 characters) 

B1gMacfries  412 years                             (11 characters) 

Bigmacandfries 511 years   (14 characters, but only letters) 

B1gMac&fries 344,000 years                       (12 characters) 
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Missing or outdated software patches 

Regularly update  

your software  

security patches.  

KEY TIP: 

Make sure the 

software on your 

computers has the 

latest security patches 

and anti-virus updates 

- and that the anti-

virus is running 

Pay attention to fraud 

prevention alerts from 

your virus and 

malware services, 

install updates as soon 

as they become 

available 



Guiding open standards for global payment card security 

No firewall protection 

Make sure your computers have a basic 

firewall – software that helps protect you 

from outside attempts to control or gain 

access to your computer 

Tightly control downloads, software 

installations, the use of thumb drives and 

public Wi-Fi connections on computers 

used for payment card processing 

Use a firewall on your 

computers. 

KEY TIP: Not sure what a firewall is, or if you have 

one? Talk to your technology provider  
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Other tips & resources 

Regularly check devices at your  

Point-of-Sale (POS) for signs of tampering  

Buy and use only PCI approved POS devices 

and payment software at your POS or  

website shopping cart 

Require third-party partners to follow PCI 

Data Security Standard (PCI DSS) in their 

contracts with you 

Visit PCI SSC website to learn more  

about the PCI DSS 

PCI Security Standards Council Founders For more information  

visit pcisecuritystandards.org 
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Be Aware!  
Get Educated! 

Lack of employee 

education and 

awareness is a lead 

contributor to data  

breaches 

PCI Awareness 

 

• E-learning 

• Entry-level 

• PCI DSS primer 

• Available now! 

PCI Essentials 

 

• E-learning for 

the small biz  

• Payment 

security basics 

• Coming soon! 

 

 

 

www.pcisecuritystandards.org/training 
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Recap 
If you don’t need,  

don’t store it 

Use your partners 

Passwords, patches, firewalls 

Be aware! 

Check out PCI SSC resources 



Please visit our small business website at 

 www.pcisecuritystandards.org/smb 

Thank you! 
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