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Introduction

Developed in response to requests from merchants for a unified set of payment account data
security requirements, the Payment Card Industry (PCI) Data Security Standard (“PCI DSS,” as
further described below) is a single set of requirements for cardholder data protection across the
entire industry, maintained by PCI Security Standards Council, LLC (“PCI SSC").

Key to the success of the PCI DSS is merchant and service provider compliance. PCI DSS
requirements, when implemented appropriately, provide a well-aimed defense against data
exposure and compromise.

Organizations recognized by PCI SSC to validate adherence to the PCI DSS by performing
vulnerability scans of internet facing environments of merchants and service providers as part of
the PCI SSC Approved Scanning Vendor Compliance Test Program (the “ASV Program”) are
known as “Approved Scanning Vendor companies” (“ASV Companies,” as further described
below).

PCI SSC provides a variety of tools to promote the compliance of internet-facing systems with the
PCI DSS, including specific requirements for scans of merchants and service providers, and for
periodic remote scanning services performed by ASV Companies as part of the ASV Program
(“PCI Scanning Services,” as further described below).

Validation of these requirements by independent and qualified security companies is important to
help ensure the effectiveness of the PCI DSS. The quality, reliability, and consistency of an ASV
Company’s work are essential to ensure the protection of cardholder data.

This document describes the necessary requirements for ASV Companies (and their ASV
Employees) to be qualified by PCI SSC to perform PCI Scanning Services.

To achieve (and maintain) such qualification, ASV Companies and ASV Employees must comply
with all applicable ASV Requirements, including without limitation the requirements set forth in
this document.

Terminology

Throughout this document, the terms set forth in this Section 1.1 shall have the corresponding
meanings appearing in the table below:

ASV Agreement The then current version of (or successor document to) the PCI ASV
Compliance Test Agreement, the current version of which is attached
as Appendix A to the ASV Qualification Requirements.

ASV Company A data security firm that has been qualified, and continues to be
qualified, by PCI SSC to use an ASV Scan Solution to determine
compliance of their Scan Customers with the external vulnerability
scanning requirement of PCI DSS Requirement 11.2.2 for ASV
Program purposes.

ASV Employee An individual who is employed by an ASV Company and has satisfied,
and continues to satisfy, all ASV Requirements applicable to
employees of ASV Companies who will use an ASV Scan Solution to
determine compliance of their customers with the external vulnerability
scanning requirement of PCI DSS Requirement 11.2.2 for ASV
Program purposes, as described in further detail herein.

Qualification Requirements for Approved Scanning Vendors, v2.1 December 2013
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ASV Lab Scan Test

The testing of an ASV Scan Solution by an ASV Validation Lab to
demonstrate for ASV Program purposes that the ASV Scan Solution
performs in accordance with the ASV Program Guide.

ASV List

The then current list of ASV Companies published by PCI SSC on the
Website.

ASV Program Guide

The then-current version of (or successor documents to) the Payment
Card Industry (PCI) Data Security Standard (DSS) Approved Scanning
Vendors Program Guide, as from time to time amended and made
available on the Website.

ASV Quialification
Requirements

The then-current version of (or successor documents to) the Payment
Card Industry (PCI) Qualification Requirements for Approved Scanning
Vendors (ASV), as from time to time amended and made available on
the Website.

ASV Requirements

With respect to a given ASV Company or ASV Employee, the
requirements and obligations thereof pursuant to the ASV Qualification
Requirements, the ASV Agreement, the ASV Program Guide, each
addendum, supplement, and other agreement entered into between
such ASV Company or ASV Employee and PCI SSC, and any and all
other policies, procedures, requirements or obligations imposed,
mandated, provided for or otherwise established by PCI SSC from time
to time in connection with any PCI SSC program in which such ASV
Company or ASV Employee (as applicable) is then a participant,
including but are not limited, to the requirements of all applicable PCI
SSC training programs, quality assurance and remediation programs,
program guides, and other related PCI SSC program materials.

ASV Scan Solution

A set of security services, tool(s) and processes offered by an ASV
Company to validate compliance of a Scan Customer with the external
vulnerability scanning requirement of PCI DSS Requirement 11.2.2 for
ASV Program purposes, including without limitation, all corresponding
ASV Company scanning procedures, scanning tool(s), scan reports,
processes for exchanging information between the ASV Company and
the Scan Customer, and processes used by the applicable ASV
Company and its ASV Employees to:

e Operate the ASV Scan Solution
e Submit the scan report to the Scan Customer and
e Review and interpret scan results, as needed.

ASV Validation Lab

A third party testing facility designated by PCI SSC for purposes of
evaluating and determining whether ASV Scan Solutions perform in
accordance with the ASV Program Guide.

PCI DSS The then-current version of (or successor documents to) the Payment
Card Industry (PCI) Data Security Standard and Security Assessment
Procedures, as from time to time amended and made available on the
Website.

PCI Scanning Remote scanning services performed by an ASV Company and ASV

Services Employee(s), using an ASV Scan Solution appearing on the ASV List,

for purposes of validating compliance of a Scan Customer with the
external vulnerability scanning requirement of PCI DSS Requirement

Qualification Requirements for Approved Scanning Vendors, v2.1
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11.2.2 for ASV Program purposes.

PCI SSC PCI Security Standards Council, LLC.

Scan Customer A merchant, service provider that undergoes a quarterly external
vulnerability scan performed by an ASV Company for purposes of
validating such Scan Customer’s compliance with the external
vulnerability scanning requirement of PCI DSS Requirement 11.2.2 for
ASV Program purposes.

Website The then-current PCI SSC Web site (and its accompanying Web
pages), which is currently available at
http://www.pcisecuritystandards.org.

1.2 Goal

To be qualified as an ASV Company by PCI SSC, the ASV Company and its ASV Employees
and ASV Scan Solution(s) must meet or exceed all applicable ASV Requirements, and the
ASV Company must execute the ASV Agreement with PCI SSC. Companies that qualify are
identified on PCI SSC’s ASV List on the PCI SSC’s Website in accordance with the ASV
Agreement.

The requirements defined in this document serve as a qualification baseline, and provide a
transparent process for ASV Company and ASV Employee qualification and re-qualification
for ASV Program purposes. Among other things, the ASV Company and ASV Employees
must adhere to all requirements in these ASV Qualification Requirements, and must provide
all of the required provisions described herein.

1.3  Qualification Process Overview

The ASV qualification process consists of three parts: the first involves the qualification of the
security company itself. The second relates to the qualification of the company’s employee(s)
responsible for the PCI Scanning Services. The third consists of the security testing of the
company’s ASV Scan Solution(s).

All ASV Companies appear on the ASV List. If a security company is not on this list, its work
product is not recognized by PCI SSC. ASV Companies and ASV Employees must re-qualify
annually.

The ASV Qualification Requirements are incorporated into the ASV Agreement. To initiate the
qualification process, the security company must sign the ASV Agreement in unmodified form
and submit it to PCI SSC. One provision of the ASV Agreement requires the company to
warrant that — to the best of its ability — the information provided to PCI SSC to support the
ASV application process is accurate and complete as of the date of its submission.

1.4  Document Structure
This document defines the requirements a security company must meet to become an ASV
Company. The document is structured in five sections as follows.
Section 1: Introduction offers a high level overview of the ASV application process.

Section 2: ASV Company Business Requirements covers minimum business requirements
that must be demonstrated to PCI SSC by the security company. This section outlines

Qualification Requirements for Approved Scanning Vendors, v2.1 December 2013
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information and items that must be provided to prove business stability, independence, and
insurance coverage.

Section 3: ASV Capability Requirements reviews the information and documentation
necessary to demonstrate the security company’s service expertise, as well as that of at least
two of its employees.

Section 4: ASV Company Administrative Requirements focuses on the standards to meet
regarding the logistics of doing business as an ASV Company, including background checks,
adherence to PCI SSC procedures, quality assurance, and protection of confidential and
sensitive information.

Section 5: ASV Qualification Maintenance briefly outlines the yearly re-qualification
process, as well as remediation and revocation procedures if there is a breach of the ASV
Agreement.

Related Publications

This document should be used in conjunction with the current publically available versions of
the following other PCI SSC publications (or successor documents), each available through
the PCI SSC web site:

= Payment Card Industry Data Security Standard Requirements and Security
Assessment Procedures (PCl DSS)

= Payment Card Industry (PCI) Approved Scanning Vendors Program Guide
ASV Application Process

In addition to explaining the requirements that an ASV Company and its ASV Employees must
meet to be recognized by PCI SSC to perform PCI Scanning Services, this document
describes the information that must be provided to PCI SSC as part of the application and
qualification process. Each outlined requirement is followed by the information that must be
submitted to document that the security company meets or exceeds the stated requirements.

To facilitate preparation of the application package, refer to Appendix B: “ASV Application
Process Checklist.” All application materials and the signed ASV Agreement must be
submitted in English. The ASV Agreement is binding in English even if the ASV Agreement
was translated and reviewed in another language. All other documentation provided by the
ASV Company in a language other than English must be accompanied by a certified English
translation (examples include business licenses and insurance certificates).

All application packages must include a signed ASV Agreement and the required
documentation. Applicants should send the completed packages by mail to the following
address:

PCI SSC
401 Edgewater Place, Suite 600
Wakefield, MA 01880
Phone number: 1-781-876-8855

E-mail submissions will not be accepted.

Important Note: PCI SSC reserves the right to reject any application from any applicant
(company or employee) that PCl SSC determines has committed, within two (2) years prior to

Qualification Requirements for Approved Scanning Vendors, v2.1 December 2013
© 2006-2013 PCI Security Standards Council, LLC Page 4



» Security .
Standards Counci

the application date, any conduct that would have been considered a “Violation” (defined in
Section 5.4 below) if committed by an ASV Company or ASV Employee. The period of
ineligibility will be a minimum of one (1) year, as determined by PCI SSC in a reasonable and
non-discriminatory manner, in light of the circumstances.

1.7 Additional Information Requests

In an effort to maintain the integrity of the ASV Program, PCI SSC may from time to time
request that ASV Companies and ASV Employees submit additional information or materials
in order to demonstrate adherence to applicable requirements or as part of the applicable
qualification or re-qualification process. All such additional information and materials must be
submitted in English or with a certified English translation. ASV Companies are required to
respond to each such request with the required information or documentation no later than
three (3) weeks from receipt of the corresponding written request.

Qualification Requirements for Approved Scanning Vendors, v2.1 December 2013
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2 ASV Business Requirements

This section describes the minimum business requirements and related information that must be
provided to PCI SSC. The provisions requested include information about the company’s
business legitimacy, independence, and required insurance coverage.

2.1 Business Legitimacy
2.1.1 Requirement
The ASV Company must be recognized as a legal entity.
2.1.2 Provisions

The following information must be provided to PCI SSC:

= Copy of current ASV Company organizational document or equivalent approved
by PCI SSC (the “Business License”), including year of incorporation and
location(s) of offices (see the Website — Business License Requirements)

=  Written statements describing any past or present allegations or convictions of
any fraudulent or criminal activity involving the ASV Company (and ASV
principals), and the status and resolution

2.2 Independence

2.2.1 Requirement

The ASV Company must adhere to professional and business ethics, perform its
duties with objectivity, and limit sources of influence that might compromise its
independent judgment in performing PCI Scanning Services.

The ASV Company must have a code of conduct policy, and provide this code of
conduct policy to PCI SSC upon request.

The ASV Company must adhere to all independence requirements as established by
PCI SSC, including without limitation, the following:

= The ASV Company must not undertake to perform PCl Scanning Services of
entities that it controls or entities that it is controlled by or with which it is under
common control or in which it holds any investment.

= The ASV Company must (and will) not have offered, been offered, provided or
received any gift, gratuity, service, or other inducement to any employee of PCI
SSC, or to any Scan Customer, in order to enter into the ASV Agreement or any
agreement with any Scan Customer, or to provide ASV-related services.

= The ASV Company must fully disclose in a separate document and attach to the
scan report if they perform PCI Scanning Services to customers who use any
security-related devices or security-related applications that have been
developed or manufactured by the ASV Company, or to which the ASV Company
owns the rights, or that the ASV Company has configured or manages, including
the following:

— Application or network firewalls

— Intrusion detection/prevention systems

Qualification Requirements for Approved Scanning Vendors, v2.1 December 2013
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— Database or other encryption solutions
— Security audit log solutions

— File integrity monitoring solutions

— Anti-virus solutions

= The ASV Company must have an internal separation of duties between the
scanning service they provide and any managed security services provided to
Scan Customers.

= The ASV Company agrees that when the ASV Company recommends
remediation actions which include one of its own solutions or products, the ASV
Company will also recommend other market options that exist.

= The ASV Company agrees that it will not use its status as a “listed ASV” to
market services unnecessary to bring ASV Company subjects into compliance
with the PCI DSS.

= The ASV Company must not, and agrees that it will not, misrepresent
requirements of the PCI DSS in connection with its promotion or sales of services
to ASV Company clients, or state or imply that the PCI DSS requires use of the
ASV Company's products or services.

2.2.2 Provisions

The ASV Company must describe company practices to maintain scanning
independence, including but not limited to practices, organizational structure,
separation of duties, and employee education in place to prevent conflicts of interest
in a variety of scenarios, such as the following:

= ASV Company customer uses products or applications developed or
manufactured by the ASV Company.

= ASV Company customer uses products or applications managed or configured
by the ASV Company.

The description must include details with respect to compliance with the
independence requirements described in Section 2.2.1 above.

2.3 Insurance Coverage

2.3.1 Requirement

At all times while its ASV Agreement is in effect, the ASV Company shall maintain
sufficient insurance, insurers, coverages, exclusions, and deductibles that PCI SSC
reasonably requests to adequately insure the Vendor for its obligations and liabilities
under the ASV Agreement, including without limitation, the ASV Company's
indemnification obligations.

The ASV Company must adhere to all requirements for insurance coverage required
by PCI SSC, including without limitation, the requirements in Appendix C — Insurance
Coverage, which includes details of required insurance coverage.

Qualification Requirements for Approved Scanning Vendors, v2.1 December 2013
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2.3.2

Provisions

The ASV Company must sign the ASV Agreement, which states that the ASV
Company meets locally applicable PCI SSC insurance coverage requirements.

The ASV Company must provide a proof of coverage statement to PCI SSC to show
that insurance coverage matches locally-mandated insurance coverage
requirements.

2.4 ASV Fees

241

Requirement

Each ASV Company applicant must provide to PCI SSC an Initial Test for New
Solution fee (see the Website - PClI SSC Programs Fee Schedule). Notification will
be sent providing instructions for enrolling in training, and the ASV Company
applicant must provide ASV Training — Initial Qualification fees for a minimum of two
employees. The fee check(s) should be made payable to PCI SSC and mailed once
the ASV application is approved. See Section 1.6 of this document for the mailing
address.

" . . Note: All of the fees
= The Initial Test for New Solution fee, which must be described herein

paid in full within 30 days of notification. (“ASV Program Fees”)
e are specified on the
= An annual ASV re-qualification test fee for Webs?ite I_I see PCI

subsequent years. SSC Programs Fee

Schedule and are

= For each ASV Employee, a fee for PCI SSC training. subject to change

This is an annual fee.

2.5 ASV Agreements

251

Requirement

PCI SSC requires that all agreements between PCI SSC and the ASV Company
(including the ASV Agreement) be signed by a duly authorized officer of the ASV
Company, submitted in unmodified form to PCI SSC, and submitted with the
completed ASV application package.

The ASV Agreement requires, among other things, that the ASV Company and its
ASV Employees comply with all applicable ASV Requirements.

Qualification Requirements for Approved Scanning Vendors, v2.1 December 2013
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3 ASV Capability Requirements

This section describes the minimum ASV capability requirements and related documentation the
ASV Company and ASV Employees must provide to PCI SSC. The provisions requested include
information to demonstrate necessary information security vulnerability assessment expertise,
work history, and industry experience.

3.1 ASV Company — Services and Experience

3.1.1 Requirement

The ASV Company must possess security scanning assessment experience similar
or related to the PCI Scanning Services.

The ASV Company must have a dedicated security practice that includes staff with
specific job functions that support the security practice.

3.1.2 Provisions

The following information must be provided to PCI SSC:

ASV Company’s experience and knowledge with information security
vulnerability assessment engagements and penetration testing, preferably
related to payment systems

Description of the ASV Company’s relevant areas of specialization within
information security (for example, network security, database and application
security, and incident response)

Evidence of a dedicated security practice, such as:

= The total number of employees on staff and the number and specific roles of
those performing security scanning assessments; and

= The percentage of time dedicated to PCI Scanning Services
Brief description of other core business offerings

Description of size and types of market segments in which the ASV Company
tends to focus, such as Fortune 500, financial industry, insurance industry, or
small-medium sized businesses

List of languages supported by the ASV Company

Two client references from security engagements within the last 12 months

3.2 ASV Employee — Skills and Experience

At least two ASV Employees performing or managing PCI Scanning Services must be
qualified by PCI SSC. ASV Employees are responsible for performance of the PCI Scanning
Services in accordance with the ASV Program Guide.

3.2.1 Requirement

Each ASV Employee(s) performing or managing PCI Scanning Services must satisfy
the following requirements:

Demonstrate sufficient knowledge about the PCI DSS and the ASV Program by

Qualification Requirements for Approved Scanning Vendors, v2.1 December 2013
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attending annual training provided by PCI SSC, and legitimately pass—of his or
her own accord without any unauthorized assistance—the examination
conducted as part of training. If an ASV Employee fails to pass any exam in
connection with such training, the ASV Employee must no longer perform or
manage PCI Scanning Services until successfully passing all required exams on
a future attempt.

e Possess a minimum of three (3) years of information security experience as
follows:

0 A minimum of one (1) year in vulnerability scanning and/or
penetration testing

0 Atleast two (2) years in any two of the following areas of expertise
(with a minimum of one year in each discipline):

= Network security

= Application security

= System security

= |T security auditing

= |T security risk assessment

e Possess ONE of the following:

0 A current industry-recognized security certification: CISA, CISM,
CISSP

OR

0 An additional two (2) years of information security experience, in at
least two of the following areas of expertise, with a minimum of one
year in each discipline:

= Network security

= Application security

=  System security

= |T security auditing

= T security risk assessment

3.2.2 Provisions

Note: This section is intended to draw out specific experience from the Candidate
(defined below). The Candidate must provide examples (including the timeframe) of
how their work experience meets the ASV Program requirements. This section is
intended to measure the Candidate’s skills against the required skills.

The following information must be provided to PCI SSC for each individual to be
qualified as an ASV Employee:

= A current copy of the Candidate’s Résumé or Curriculum Vitae :

e Years of working experience and responsibilities

Qualification Requirements for Approved Scanning Vendors, v2.1 December 2013
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e Years of experience related to payment industry and responsibilities

e A description of a minimum of three (3) years of information security experience
as follows:

0 A description of a minimum of one (1) year in vulnerability scanning
and/or penetration testing

0 A description of at least two (2) years in any two of the following areas of
expertise (with a minimum of one year in each discipline):

= Network security

=  Application security

= System security

= IT security auditing

= |T security risk assessment

e ONE of the following:

o0 A copy of a current industry-recognized security certification: CISA,
CISM, CISSP

OR

0 A description of an additional two (2) years of information security
experience, in at least two of the following areas of expertise, with a
minimum of one year in each discipline:

= Network security

=  Application security

= System security

= |T security auditing

= T security risk assessment

Qualification Requirements for Approved Scanning Vendors, v2.1 December 2013
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4 ASV Administrative Requirements

This section describes the administrative requirements for ASV Companies, including company
contacts, background checks, adherence to PCI SSC procedures, quality assurance, and
protection of confidential and sensitive information

4.1 Contact Person

4.1.1 Requirement

The ASV Company must provide PCI SSC with a primary and secondary contact.

4.1.2 Provisions

The following contact information must be provided to PCI SSC, for both primary and
secondary contacts:

=  Name
= Job Title
= Address

=  Phone number
=  Fax number
= E-mail address

4.2 Background Checks

4.2.1 Requirements

The ASV Company must perform a background check satisfying the Minimum
Background Check Requirements (described below) when hiring each ASV
Employee, to the extent legally permitted within the applicable jurisdiction.

The ASV Company must adhere to all legally permissible background check
requirements as required by PCI SSC from time to time.

Upon request, the ASV Company must provide to PCI SSC the background check
history for each ASV Employee, to the extent legally permitted within the applicable
jurisdiction.

4.2.2 Provisions

The ASV Company must provide the following to PCI SSC to the extent legally

permitted within the applicable jurisdiction:

= For each employee to be qualified, a written statement that the ASV Employee
successfully completed the background check in accordance with the ASV
Company'’s policies and procedures

= An officer of the ASV Company must sigh the ASV Agreement, which includes a
statement that the ASV Company will perform background checks for each ASV
Employee, in accordance with applicable ASV procedures

= A summary description of current ASV Company personnel background check
policies and procedures, to confirm the procedures include at least the following

Qualification Requirements for Approved Scanning Vendors, v2.1 December 2013
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minimum background check requirements to the extent legally permissible in the
applicable jurisdiction (the “Minimum Background Check Requirements”):

= Verification of aliases (when applicable)

= Review of records of any criminal activity, arrests, or convictions, updated
annually

= Misdemeanors and non-US equivalents are allowed, but felonies and non-US
equivalents automatically disqualify an employee from consideration as an
ASV Employee

4.3 Adherence to PCIl Procedures

4.3.1 Requirements

= The ASV report must follow the procedures documented in the ASV
Program Guide

= An officer of the ASV Company must sign the ASV Agreement, which
includes a statement that the ASV Company will adhere to all ASV
Requirements

4.4 Quality Assurance

4.4.1 Requirements

= The ASV Company must have an implemented quality assurance process,
documented in a quality assurance manual that includes a description of the
controls for quality assurance reviewing of processes and documentation and
controls to maintain the integrity of the scanning tools.

= The ASV Company must adhere to all PCI SSC quality assurance requirements.

= The ASV Company must provide an ASV Feedback Form to their Scan
Customer at the completion of the PCI Scanning Service. The ASV Feedback
Form is an on-line form available on the PCI SSC Website.

= PCI SSC reserves the right to conduct site-visits and audit the ASV Company at
the discretion of the PCI SSC.

= Upon request, the ASV Company must provide the quality assurance manual to
PCI SSC.

4.4.2 Provisions

The ASV Company must provide the following to PCI SSC:

= The ASV Company’s executed ASV Agreement, which includes a statement that
the ASV Company has developed and implemented, and will adhere to, a quality
assurance process and manual

= Adescription of the contents of the ASV Company’s quality assurance process,
to confirm the procedures fully document the PCI Scanning Services and the
review process for generation of the report requirements contained in the ASV
Program Guide, including at least the following:

— Reviews of scanning procedures, scan reports and supporting
documentation, and additional information documented in the ASV Program
Guide related to the appropriate selection of system components

Qualification Requirements for Approved Scanning Vendors, v2.1 December 2013
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— Requirement that ASV Employees must adhere to the ASV Program Guide

— Requirement that the ASV Company has controls to maintain the integrity of
their ASV Scan Solution tool(s). ASV Scan Solutions must:

0 Be protected from unauthorized access

o Adhere to the ASV Company’s change management policy and
processes for changes to the ASV Scan Solution

0 Be monitored or able to produce an alert when changes are
made

0 Ensure the ASV Company’s systems cannot be used to gain
unauthorized access to a Scan Customer’s environment

45 Protection of Confidential and Sensitive Information

4.5.1 Requirements

The ASV Company must maintain adequate physical, electronic, and procedural
safeguards consistent with industry-accepted practices to protect sensitive and
confidential information against any threats or unauthorized access during storage,
processing, and/or communicating of this information.

The ASV Company must adhere to all requirements to protect sensitive and
confidential information, as required by PCI SSC.

The ASV Company must maintain the privacy and confidentiality of information
obtained in the course of performing duties under the ASV Agreement, unless (and to
the extent) disclosure is required by legal authority.

45.2 Provisions

The ASV Company must provide the following:

= Description of the ASV Company'’s confidential and sensitive data protection
handling practices, including physical, electronic, and procedural safeguards,
including at least the following:

= Systems storing customer data do not reside on Internet accessible systems

= Protection of systems storing customer data by adequate network and
application layer controls including a firewall and IDS/IPS

= The following physical and logical access controls:
= Restricting access (for example, via locks) to the physical office space
= Restricting access (for example, via locked file cabinets) to paper files
= Restricting logical access to electronic files by role-based access control

= Encryption of sensitive customer information when transmitted over the
Internet either by e-mail or other means

= Secure transport and storage of backup media
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= Encryption of customer data on employees’ laptops

= Description of requirements and processes used to ensure employee
confidentiality of customer data, including a (blank) copy of confidentiality
agreements required to be signed by employees

= An officer of the ASV Company must sign the ASV Agreement, which
includes a statement that the ASV Company will adhere to all ASV
Requirements

4.6 Evidence Retention

4.6.1 Requirements

The ASV Company must securely maintain digital and/or hard copies of case logs,
scanning results and work papers, notes, and any technical information that was
created and/or obtained during the PCI Scanning Services for a minimum of three (3)
years.

The ASV Company must adhere to all requirements to protect sensitive and
confidential information, as required by PCI SSC.

This information must be available upon request by PCI SSC and its Affiliates for a
minimum of three (3) years.

The ASV Company must provide a copy of evidence retention policy and procedures
to PCI SSC upon request.

4.6.2 Provisions

A description of the ASV Company’s evidence retention policy and procedures that
covers the requirements must be provided to PCI SSC.
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5 ASV Initial Qualification and Annual Re-qualification

This section describes the process after initial qualification and activities related to the annual
ASV Company and Employee re-qualification. This section includes 1) the ASV List, 2) annual
maintenance of ASV Company and Employee qualification, 3) remediation, if necessary, and 4)
revocation, if necessary, of an ASV Company’s or Employee’s qualification.

5.1 ASV List

Once a company has met all requirements specified in this document, PCl SSC will add the
ASV Company to the ASV List. Only those ASV Companies on this list are authorized by PCI
SSC to perform PCI Scanning Services. This list is posted on the PCI SSC Website.

PCI SSC reserves the right to perform random site audits of the ASV Company.

In the event a company does not meet the requirements in this document, PCI SSC will notify
the company.

The company will have 30 days from the date of notification to appeal the decision. Appeals
must be addressed to PCI SSC General Manager. If a company’s appeal is denied, its name
will not be placed on the ASV List.

5.2 ASV Re-qualification

5.2.1 Requirements

All ASV Companies and Employees must be re-qualified by PCI SSC on an annual
basis, based on the ASV Company'’s original qualification date. Re-qualification by
PCI SSC is based on payment of annual fees, proof of training attended, achieving a
passing result on the annual ASV Lab Scan Test and satisfactory feedback from the
ASV Company Scan Customers (the merchants or service providers that received
PCI Scanning Services) to PCI SSC.

PCI SSC reserves the right to perform random on-site audits of the ASV Company.
5.2.2 Provisions

The following must be provided to PCI SSC and/or will be considered by PCI SSC
during the re-qualification process:

=  Proof of information systems vulnerability assessment training within the last 12
months to support professional certifications (even if the employee does not have
professional certifications), of a minimum 20 hours per year and 120 hours over
the rolling three year period. This is in addition to training provided by PCI SSC.

= Payment of annual re-qualification fees (fees can be found on the Website — PCI
SSC Programs Fee Schedule).

5.3 ASV Remediation Process

ASV Companies that do not meet all applicable ASV Requirements may be required to
participate in remediation. When an ASV Company qualifies for remediation, the Primary
Contact will be notified and its listing on the ASV List will be flagged (e.g. updated to show the
ASV Company in red).
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The Remediation Statement on the Website affirms the Council’s position on remediation, and
any external queries about the ASV Company'’s status should be directed either to that
statement, or to the ASV Program Manager. ASV Companies in remediation may continue to
perform PCl Scanning Services unless otherwise instructed by PCI SSC in connection with
the remediation process.

Issues such as failure to submit annual re-qualification fees, failure to meet annual training
requirements, failure to meet Continuing Education (CE) requirements or failure to pass the
annual ASV Lab Scan Test requirement within 30 days after the re-qualification date will result
in remediation. ASV Companies who fail to meet such requirements will remain in
remediation until the issue is resolved or until 60 days past the re-qualification date.

ASV Companies who are unable to resolve their issues 60 days past the re-qualification date
may be removed from the ASV List. ASV Companies that have been removed from the ASV
List in connection with remediation will receive an e-mail notifying them that they are no longer
an ASV Company and are not recognized by PCI SSC to perform PCI Scanning Services.
ASV Companies that are removed from the ASV List as part of the remediation process (for
any reason other